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 » Globally, 1 billion data records were compromised in 2014 and it is estimated 
that cybercrime costs the Irish economy €630 million a year [1]. 

 » Cisco: “wherever users go, cyber-criminals will follow” [2] – increased need 
for digital forensic investigations in environments such as cloud computing and 
smart buildings.

 » Traditional forensic approaches involve acquiring data from storage media after 
a security incident or crime occurs.

 » However, this can result in several problems:
 › Lost data from volatile sources;
 › Large amount of data from multiple sources;  
 › No evidence to collect because of a lack of forensic-readiness.

 » The research will look to address the following research questions:
 › What is a forensic-ready system? 
 › How can we integrate forensic-readiness into new systems?
 › How can we integrate forensic-readiness into existing systems? 
 › Can we automate, at the design stage, how we engineer forensic-ready systems?

 » How is forensic-readiness impacted by the Internet of Things and Emerging Critical 
Systems? 

 » Development of Forensic Readiness Framework.

 » Manual application of framework to use cases and real-world case studies.

 » Development of automated tools to assist with determining level of forensic-readiness 
at design-time.

 » Evaluation of prototype tools against case studies and development of strategies to 
enhance forensic-readiness of smart buildings and cloud computing. 
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 »  Smart home/building forensics pose similar challenges [6]:
 › Large amount of data stored in a variety of locations – will this data actually 

be useful to a forensic investigation?
 › Short data retention times are projected;
 › Physical-end devices may be neither readily accessible nor easily locatable; 
 › Lack of evidence correlating information.     
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 » The remote, distributed and virtualised nature of the cloud obstructs the con-
ventional approach to evidence acquisition [3-5]:

 › Distributed nature of the cloud can make the identification of a single stor-
age device containing relevant data impractical;

 › Evidence acquisition can be obstructed by cross-border jurisdictions;
 › Lack of tools available to recover evidence in a forensically-sound manner. 


